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[1] INTEGRATION OVERVIEW

[1.1] ABOUT TRUENAS

From TrueNAS's Documentation Hub: "TrueNAS is the world’s most popular Open Source storage operating
system and is the most efficient solution for managing and sharing data over a network. It is the simplest way to
create a safe, secure, centralized, and easily accessible place for your data. TrueNAS Open Storage provides
unified ZFS-based storage for file, block, object, and application data."

[1.2] WHAT IS KMIP?

The Key Management Interoperability Protocol (KMIP) is an extensible communication protocol that defines
message formats for the manipulation of cryptographic keys on a key management server. This facilitates data
encryption by simplifying encryption key management. Keys may be created on a server and then retrieved,
possibly wrapped by other keys. Both symmetric and asymmetric keys are supported, including the ability to
sign certificates. KMIP also allows for clients to ask a server to encrypt or decrypt data, without needing direct
access to the key.

[1.3] PURPOSE OF THE INTEGRATION

KMIP on TrueNAS Enterprise is used to integrate the system within an existing centralized key management
infrastructure and use a single trusted source (i.e., the KMES Series 3) for creating, using, and destroying SED
passwords and ZFS encryption keys.

[1.4] OVERVIEW OF THE STEPS NEEDED FOR INTEGRATION

1. Create TLS certificates for connection and authentication between the TrueNAS instance and the KMES
Series 3

a. Generate and sign the TrueNAS certificate

b. Generate and sign the KMIP server connection pair certificate
Create new user on the KMES Series 3 for TrueNAS
Configure the TLS certificate for the KMIP server connection pair
Import TLS certificates into TrueNAS
Configure KMIP in TrueNAS

Test the connection between TrueNAS and the KMES Series 3

N vk~ W

Create an encrypted dataset, which allows TrueNAS to start using KMIP
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[2] PREREQUISITES

Supported Hardware:
e KMES Series 3, version 6.1.3.11 and above, with the KMIP license enabled
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[3] CONFIGURE TLS CERTIFICATES FOR THE CONNECTION BETWEEN TRUENAS AND
THE KMES SERIES 3

Before KMIP connections can occur, the TrueNAS instance and KMES Series 3 must establish a mutual trust
relationship by validating their respective digitally signed certificates.

In the following subsections, certificates will be generated and signed for TrueNAS and the KMIP server
connection pair on the KMES Series 3. The certificates will be registered both in TrueNAS and for the KMIP
server connection pair on the KMES Series 3 and will be used each time a TCP/IP session secured by TLS is
established.

[3.1] GENERATE AND SIGN THE TRUENAS CERTIFICATE

There are two optional methods for generating and signing the TrueNAS certificate:
1. Using an external CA

2. Using the KMES Series 3 as the CA

[3.1.1] Method 1: Using an external CA

For this method, the external CA certificate(s) need to be imported into an empty Certificate Container on the
KMES. A Certificate Signing Request (CSR) will then be generated, which the external CA will use to issue a TLS
certificate for the TrueNAS instance. The certificate will then be imported into the Certificate Container on the
KMES that contains the external CA certificate.

1. Go to the Certificate Authorities menu and click the Add CA... button at the bottom of the page.

2. Specify a name for the Certificate Container, such as "Externally Issued", then click OK. The new
Certificate Container will be listed in the Certificate Authorities menu.

3. Right-click on the newly created Externally Issued Certificate Container and select Edit. In the Certificate
Authority dialog, check the box that says, "Can be used for PKI authentication", then click OK to save.

4. Right-click again on the Externally Issued Certificate Container and select Import -> Certificate(s).... This
will open the Import Certificates dialog.

5. Click the Add... button in the bottom left-hand portion of the dialog, then find and select the external CA
certificate(s) that will be issuing the TrueNAS TLS certificate. The CA certificate(s) will populate in the
Verified section of the Import Certificates dialog.

6. Click OK to save. The external CA certificate(s) should be listed now in tree form under the Externally
Issued Certificate Container.

7. Next, we'll create a placeholder code signing certificate, from which a CSR can be generated. Right-click
on the lowest level CA certificate in the tree and select Add Certificate -> Pending.... This will open the
Create X.509 Certificate dialog.

8. Inthe Subject DN tab, set a Common Name for the certificate, such as "TrueNAS".
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10.

11.
12.
13.

14.

15.

16.

17.
18.

19.
20.

21.
22.
23.

Leave all other values as the default and click OK. The TrueNAS placeholder certificate will be listed now
under the external CA certificate(s).

Right-click on placeholder TrueNAS certificate and select Export -> Signing Request.... This will open the
Create PKCS #10 Request dialog.

Leave all of the settings in the Subject DN tab as the default values.
In the V3 Extensions tab, select the "Example TLS Client Certificate" profile.

In the PKCS #10 Info tab, specify a save location for the CSR, then click OK. There should be a message
stating that the certificate signing request was successfully written to the location you specified.

The CSR file then needs to be taken to an external certificate authority. Using the CSR, the external CA will
issue a TLS certificate.

NOTE: After the external CA issues the code signing certificate, it needs to be copied to the storage
medium that is configured on the KMES.

In the Certificate Authorities menu on the KMES, right-click on the placeholder TrueNAS certificate and
select Replace -> With Signed Certificate.... This will open the Import Certificates dialog.

Click the Add... button in the bottom left-hand portion of the dialog, then find and select the externally
signed TLS certificate in the file browser. The certificate will populate under the CA certificate(s) in the
Verified section of the Import Certificates dialog.

Click OK to save.

The remaining steps in this section involve exporting the TrueNAS certificate as a PKCS #12 file. To be able
to do this, there is a configuration option that must be enabled. Navigate to Configuration -> Options and
check the box next to the first menu option, which says, "Allow export of certificates using passwords".
Then click Save.

Now, right-click on the TrueNAS certificate and select Export -> PKCS12....

In the Export PKCS12 window, ensure that "Export Selected" is selected and change the Cipher Options to
"AES-256". Note, and optionally modify the file name, then click Next >.

Set a password for the PKCS #12 file, then click Next >.
Click Finish and the PKCS #12 file will be saved to the location that was specified.

NOTE: This PKCS #12 file contains the signed TrueNAS certificate, associated private key, and the root
certificate, all encrypted under the password that was set for the file.

[3.1.2] Method 2: Using the KMES Series 3 as the CA

1.
2.

Go to the Certificate Authorities menu and click the Add CA... button at the bottom of the page.

Specify a name for the Certificate Container, such as "KMES Issued", then click OK. The new Certificate
Container will be listed in the Certificate Authorities menu.
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N u ok

o0

10.

11.

12.
13.

14.
15.

Right-click on the newly created KMES Issued Certificate Container and select Edit. In the Certificate
Authority dialog, check the box that says, "Can be used for PKI authentication", then click OK to save.

Right-click again on the KMES Issued Certificate Container and select Add Certificate -> New Certificate...
In the Subject DN tab, set a Common Name for the certificate, such as "Root".
In the Basic Info tab, change the Major key to the PMK. All other settings can be left as the default values.

In the V3 Extensions tab, select the "Example Certificate Authority" profile, then click OK. The Root CA
certificate will be listed now under the "KMES Issued" Certificate Container.

Right-click on the Root CA certificate that was just created and select Add Certificate -> New Certificate....
In the Subject DN tab, set a Common Name for the certificate, such as "TrueNAS".

In the V3 Extensions tab, change the profile to "Example TLS Client Certificate", then click OK to finish
generating the certificate.

The remaining steps in this section involve exporting the TrueNAS certificate as a PKCS #12 file. To be able
to do this, there is a configuration option that must be enabled. Navigate to Configuration -> Options and
check the box next to the first menu option, which says, "Allow export of certificates using passwords".
Then click Save.

Now, right-click on the TrueNAS certificate and select Export -> PKCS12....

In the Export PKCS12 window, ensure that "Export Selected" is selected and change the Cipher Options to
"AES-256". Note, and optionally modify the file name, then click Next >.

Set a password for the PKCS #12 file, then click Next >.
Click Finish and the PKCS #12 file will be saved to the location that was specified.

NOTE: This PKCS #12 file contains the signed TrueNAS certificate, associated private key, and the root
certificate, all encrypted under the password that was set for the file.

[3.2] CREATE A NEW USER FOR TRUENAS

A new user needs to be created on the KMES Series 3, which TrueNAS will use for authentication during KMIP
connections. The name of this user needs to match exactly what is set as the Common Name for the signed
TrueNAS certificate. This is how the KMES Series 3 authenticates the TrueNAS device that is connecting via

KMIP.
1.
2.

Navigate to the Users menu, then click the Add Group... button.

In the Basic Info tab, set the fields to how they are shown below (NOTE: The name of the group can be
anything.)
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Uzer Group Editor

Basic Info | Password Policy | Permissions | OAuth | OTP |

Mame: [KMIP Group ]
MNumber of users required to log in: a

User storage location: [7] [Datahase |v]
User type [Nom’lal Users |V]
LDAP verify: (]

LDAP group name: [ ]
Members can authenticate to: iKMIP |v]

In the Permissions tab, enable all permissions for the group.
Click OK to save.

Right-click on the newly created User Group, then select Add -> User....

o v~ W

Set "TrueNAS" as the user name (to match the Common Name of the TrueNAS certificate), then set a
password.

~

Navigate to the PK/ Auth tab, then click the Add Trusted Certificate Authority button next to KMIP.
8. Select the Certificate Container that contains the TrueNAS TLS certificate, then click OK.

9. Itshould show "Registered" next to KMIP now. Click OK to save.

[3.3] CONFIGURE TLS CERTIFICATE FOR THE KMIP SERVER CONNECTION PAIR

[3.3.1] Generate a new PKI key pair and CSR for the KMIP connection pair

1. Navigate to the Configuration menu, then double-click on Network Options. Under the TLS/SSL Settings
tab, click the Connection dropdown and select the KMIP connection pair.

2. Enable the KMIP connection pair if it is not already enabled.

3. Uncheck Use System/Host API SSL Parameters if it is selected.
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4. Inthe User Certificates section, click the Edit... button next to PKI keys.

[ Ethernet Settings | Network Settings | TCP Settings | TLS/SSL Settings |

Connection [nip [~
[X/{Enabled
[] Use System/Host API SSL Parameters* [] Alow Anonymous Connections
Bind interface:
Port: [s696 =

[«

Header Size: | None

TS Enabled

Ciphers: |5 selected

\
Frotocols: [3 selected =]
I

Cert Type: [Rsa

User Certificates

PKikeys  Notloaded \-h
Certificates Not loaded

[_] Use Futurex certificates.

Anonymous connection key size: 2048 ‘ vl

5. Click the Generate... button to create a new PKI Key Pair.

Application Public Keys X

Usage: TLS
No PKI Key Pair

Click "Generate..." to create.

Cancel

6. Click Yes and bypass the warning about SSL not being functional until new certificates are imported.

7. This will open the PKI Parameters dialog. Set the PMK as the Encrypting key, then change the Key Size to
2048. Click OK.

Parameters for key generation

Exponent: [ox10001 =

Encrypting key: | PMK [~]
Key Type [rsa [-]
Key Size: 2048 R

Concel
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8.

10.

11.

The Application Public Keys dialog should now show that the PKI Key Pair is Loaded. If this is the case, click
Request....

Usage: TLS
PKI Key Pair Loaded

<Loaded=

The values in the Subject DN tab can be left as default. In the V3 Extensions tab, set the profile to Example
TLS Server Certificate. In the PKCS #10 Info tab, specify a save location and name for the CSR file, then
click OK.

A message box should appear saying that the certificate signing request was successfully written to the
specified location. Click OK in this box.

Click OK in the Application Public Keys dialog, then click OK once more in the main Network Options
dialog.

[3.3.2] Sign the KMIP connection pair CSR

1.

Navigate to the Certificate Authorities menu, then right-click on the root CA certificate that issued the
TrueNAS TLS certificate in section 3.1 and select Add Certificate -> From Request....

. In the file browser, find and select the KMIP connection pair CSR. Certificate information should populate

in the Create X.509 From CSR window.

Leave all settings exactly as they are and click OK to save.

. The signed KMIP server certificate should be listed now under the root CA certificate that issued it.

[3.3.3] Export all of the certificates in the certificate tree

For both the root CA certificate and the signed KMIP connection pair certificate, right-click on them and select
Export -> Certificate(s).... In the Export Certificate dialog for each, change the encoding to PEM, then specify a
save location for the file.

[3.3.4] Import the signed KMIP connection pair certificate

1.

Navigate to the Configuration menu, then double-click on Network Options. Under the TLS/SSL Settings
tab, click the Connection dropdown and select the KMIP connection pair.
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2. Inthe User Certificates section, click the Edit... button next to Certificates.

| Ethemet Settings | Network Settings | TCP Seftings | TLS/SSL Settings |

Connection: [kmip I~
@ Enabled

[] Use System/Host API SSL Parameters® [] Allow Anonymous Connections

Bind interface:
Port: (5636 =

4

Header Size: None

LS Enabled

4

Ciphers: |5 selected

Protocals: |3 selected

WEE

Cert Type: [R5A

User Certificates

PKikeys  Loaded
Certificates  Not loaded /

[] Use Futurex certificates

Anonymous connection key size: 2048 | v]

3. Inthe Certificate Authority dialog, right-click on the KMIP SSL CA X.509 Certificate Container, then select
Import....

- ce
Name /| otes Status

ﬁ KMIP SSL CA i X.509 Certificate Container
{iag Import...
.E\‘ KMIP Trusted ¢ EXPOT... | X509 Certificate Container

ﬁ KMIP Trusted CA 2 %.509 Certificate Container
ﬁ‘ KMIP Trusted CA 3 %.509 Certificate Container
ﬁ‘ KMIP Trusted CA 4 %.509 Certificate Container
ﬁ. KMIP Trusted CA 5 %.509 Certificate Container

4. Inthe Import Certificates dialog, click the Add... button at the bottom of the window. In the file browser,
select both the root CA certificate and the signed KMIP server certificate and click Open. The certificates
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should now be listed in the "Verified" section of the Import Certificates dialog. Click OK to save.

Verified: 2 certificates

Inport Certificates X

Subject

=

File Key Usage

El- Root
L. KMIP

root.pem i

kenip.pem

Unverified: 0 certificates

Subject

=3

File Error

Major Key:

Load Folder: [ ]

Sancel

5. It should now say Signed loaded next to "Certificates" in the User Certificates section of the Network
Options dialog. Click OK to save.

LI TLIREX COnT
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[4] IMPORT TLS CERTIFICATES INTO TRUENAS

In this section, the TrueNAS TLS certificate created in the previous section will be imported into TrueNAS, along
with the CA certificate that issued the TLS certificates for both TrueNAS and the KMIP server connection pair on

the KMES Series 3.

Before doing so, it is necessary to extract the certificates and private key from the PKCS #12 file exported from
the KMES Series 3 in section 3.1. This will be done using OpenSSL.

[4.1] EXTRACT THE PKCS #12 FILE
1. Open aterminal application that has OpenSSL installed.
2. Navigate to the directory where the PKCS #12 file is saved.

3. Run the following OpenSSL command to extract the certificates and private key from the PKCS #12 file
and save them to a new file:

$ openssl pkcsl2 -in tree.pl2 -out tree.pem -nodes

The command will prompt for the import password. Enter the password that was specified when the PKCS
#12 file was exported from the KMES.

4. Open the output file (e.g., tree.pem) to view the TrueNAS certificate, it's associated private key, and the
CA certificate that issued both the TrueNAS certificate and the KMIP server connection pair certificate.
These will need to be copied and pasted into the TrueNAS web interface in the next subsection.

[4.2] IMPORT THE CA CERTIFICATE

Log in to the TrueNAS web interface.

2

1.

2. Goto System -> CAs and click ADD.

3. Inthe Type drop down menu, select Import CA.
4.

Enter a memorable name for the CA, then paste the CA certificate that was extracted from the PKCS #12
file into the Certificate field.

Leave the Private Key and Passphrase fields empty and click SUBMIT.

o

[4.3] IMPORT THE TRUENAS CERTIFICATE

. Loginto the TrueNAS web interface.

3

1

2. Go to System -> Certificates and click ADD.

3. Inthe Type drop down, select Import Certificate.
4

. Enter a memorable name for the certificate, then paste the TrueNAS certificate and private key that were
extracted from the PKCS #12 file into the appropriate fields.

5. Leave the Passphrase field empty and click SUBMIT.
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[5] CONFIGURE KMIP IN TRUENAS

1. Loginto the TrueNAS web interface.

2. Goto System -> KMIP to complete the configuration.

System / KMIP

KMIP Key Status

¥  Disabled

KMIP Server

Server

Certificate

Certificate

[VELET T

[ Manage SED Passwords @
[ Manage zFskeys D

[ Enabled @

[0 change server @

[ validate Connection @

[ Force Clear @

SAVE

Port

@ 56%

- @ Certificate Authority

TrueNAS ENTERPRISE® © 2020 - iXsystems, Inc.

3. Enter the KMES Series 3 IP address or host name and the default KMIP connection port, 5696. Select the
Certificate and Certificate Authority that were imported in the previous section. To check that the
Certificate and CA chain is correct, check the Validate Connection box and click SAVE.

4. When the certificate chain is verified, choose the encryption values, SED passwords, or ZFS data pool
encryption keys to move to the KMES Series 3. Set Enabled to begin moving the passwords and keys

immediately after clicking SAVE.
5. Refreshing the KMIP page shows the current KMIP Key Status.

KMIP Key Status

To cancel a pending key synchronization, set Force Clear and click SAVE.

&) Synced
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[6] CREATE AN ENCRYPTED DATASET

The last step required for the TrueNAS / KMES Series 3 integration is to create at least one encrypted dataset,
which allows TrueNAS to start using KMIP.

Datasets exist inside storage Pools, so if a storage Pool does not already exist, one needs to be created. Please
refer to the following article on the TrueNAS Documentation Hub for setting up a storage Pool:
https://www.truenas.com/docs/core/gettingstarted/storingdata/

[6.1] ENCRYPTING A NEW DATASET

New datasets within an existing unencrypted storage pool can also be encrypted without having to encrypt the
entire pool. To encrypt a single dataset, complete the following steps:

1. Goto Storage -> Pools, click the three vertical dots on the far right-hand side of the menu for an existing
dataset, and click Add Dataset.
Name and Options
Name *

Comments

Sync
Inherit (standard)

Cor
Inherit (1z.

Enabie Atime

Inherit (on)

Encryption Options

+ Inherit (non-encrypted) @

Other Options

ADVANCED OPTIONS

2. Inthe Encryption Options area, unset Inherit and check Encryption.

Encryption Options

[ Inherit (non-encrypted) (7) + Encryption (@)

Encryption Type

Key

/| Generate Key ()

Algorithm *
AES-256-GCM

3. Choose which type of authentication to use: a Key or a Passphrase. Then click SUBMIT.
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If the type of authentication chosen for the new dataset was Key, the ZFS key will be created on the KMES Series
3 and retrieved by TrueNAS as needed. If the Passphrase option was chosen, the passphrase will only be created
via KMIP if TCG OPAL capable disks are attached to the NAS being used.
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APPENDIX A: XCEPTIONAL SUPPORT

/_-/,_ — =
/\\/_J FTIONAL SUPPORTT

( 4

In today’s high-paced environment, we know you are looking for timely and effective resolutions for your
mission-critical needs. That is why our Xceptional Support Team does whatever it takes to ensure you have the
best experience and support possible. Every time. Guaranteed.

e 24x7x365 mission critical support
e Level 1tolevel 3 support
e Extremely knowledgeable subject matter experts

At Futurex, we strive to supply you with the latest data encryption innovations as well as our best-in-class
support services. Our Xceptional Support Team goes above and beyond to meet your needs and provide you
with exclusive services that you cannot find anywhere else in the industry.

e Technical Services

e Onsite Training

e Virtual Training

e Customized Consulting

e Customized Software Solutions

e Secure Key Generation, Printing, and Mailing
¢ Remote Key Injection

e Certificate Authority Services

Toll-Free: 1-800-251-5112

E-mail: support@futurex.com

FFLIT LR EX LT Page 17 of 18


mailto:support@futurex.com

LI TLIrNIE=X

ENGINEERING CAMPUS
864 Old Boerne Road
Bulverde, Texas, USA 78163
Phone: +1 830-980-9782
+1 830-438-8782

E-mail: info@futurex.com

XCEPTIONAL SUPPORT
24x7x365

Toll-Free: 1-800-251-5112
E-mail: support@futurex.com

SOLUTIONS ARCHITECT

E-mail: solutions@futurex.com
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