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There are four core pillars of the CryptoHub platform:
Hardware Security Modules (HSM), Key Management,
PKI and Certificate Authority, and Data Protection. Each
provides unparalleled security, efficiency, and scalability
required by today's cybersecurity landscape while
retaining the distinctive features of CryptoHub's unified
platform, which ensures simplified management and
crypto orchestration.

Hardware Security Modules (HSM)

The CryptoHub HSM Series offers enterprise-class HSMs for both general-purpose and payment applications
in one solution, ensuring the highest level of security for diverse use cases. With the capability to process over
100,000 transactions per second (TPS), it delivers exceptional performance without compromising security.
Each HSM is rigorously tested and certified to meet regulatory standards, including FIPS 140-2 Level 3 and PCI
HSM, guaranteeing compliance and peace of mind for organizations.

One of the standout features of CryptoHub HSMs is their support for all payment and general-purpose APIls
and cryptographic libraries, including PKCS #11, Java, CNG, and RESTful interfaces. This broad compatibility
ensures seamless integration with existing systems and applications, allowing organizations to leverage the
full power of our HSMs without disruption.

CryptoHub HSMs introduce innovative segmentation capabilities through Virtual HSMs, partitioning application
workloads securely. Each Virtual HSM functions independently with its own Major Keys and Security Policy,
ensuring isolation and enhancing security posture.

CryptoHub HSMs minimize downtime and ensure continuous availability of cryptographic services with
redundancy and failover, featuring dual, redundant power supplies and Ethernet ports for uninterrupted
operation and automatic synchronization of device information to facilitate instantaneous failover.

Key Management

At the heart of CryptoHub lies a sophisticated key management system that orchestrates the generation,
storage, distribution, and destruction of cryptographic keys with precision and reliability. CryptoHub
streamlines key management operations, eliminating the need for multiple disparate products and specialized
knowledge. This unified platform enhances operational efficiency and significantly reduces integration and
maintenance costs, setting a new standard in cryptographic security solutions.

CryptoHub's dynamic provisioning, powered by Futurex's HSM hypervisor, enables rapid deployment of Virtual
HSM Master Keys (VMK) and cross-region clustering for maximum uptime and scalability. CryptoHub
simplifies the deployment and management of key blocks, including KBPK X9.143. CryptoHub’s flexible
deployment options include appliance, virtual appliance, containerized appliance, or customizable service
(KMaa$S - Key Management as a Service), catering to diverse enterprise needs and infrastructure preferences.
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www.futurex.com/cryptohub.
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